Case No. 12-M-0476 et al.
EDI Business Working Group (BWG)/
Technical Working Group (TWG)
Draft Minutes — April 6, 2018

Administration

* Review/Modify Agenda: The Draft Agenda was deferred to a new meeting date on 4/13/2018 so
discussion could be focused upon the cyber-attack situation at ESG.

Discussion

Gary Lawrence (ESG) provided a general overview of the situation but stated he was not
prepared to field any questions. ESG has begun processing transactions but need to reestablish
connectivity with each of their customers.

Lawrence noted that each utility has different requirements to be met before connectivity is
restored; some companies are requesting Data Security Agreement and others are requiring different types
of testing, etc.

DPS Staff observed that the cyber-attack has been an eye opening event and that currently,
utilities typically do not have a contractual relationship with the EDI Service Providers that serve ESCOs.
Staff encouraged EDI Service Providers to sign Data Protection Agreements or risk assessments that may
be required by each utility.

In response to questions from ESCOs, utilities described the degree to which their
operations were impacted by the cyber-attack. In some cases, EDI transactions were still being
exchanged on a business as usual basis while in other cases, transactions were halted. Billing
windows were being held open in some cases where utilities support bill ready consolidated
billing. ESCOs were encouraged to review/verify their transactions when connectivity is fully
restored because no one can be sure of what has or hasn’t been sent.

Other Business

None.

Establish Date/Time for Next Meeting

The next meeting combined BWG/TWG meeting is scheduled for Friday 4/13/2018 at 10 AM.
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Travis Bickford — Fluent Energy
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