


THIS DATA SECURITY AGREEMENT, including Exhibits attached hereto and made
a part hereof (this “Agreement”) which are incorporated by reference herein, is made as of this

day of , 20 by and between ,a
New York corporation with offices at

(“Utility”) and

a with offices at
(““Aggregator”); and together with Utility, the "Parties" and each, individually, a “Party.”

RECITALS

WHEREAS, Aggregator desires to have access t tility customer information in
order to administer a community choice aggregation p CA Pro ram’) for the
benefit of its members in accordance with the New,
(“PSC” or the “Commission”) Order Authorizi
Aggregation Opt-Out Program (the “Order”) 4

WHEREAS, (i) the Order directs Utilit I gregated and
anonymized information of Utility’s residential an i
currently take service from an ene i
Aggregator’s service area, includi
information as well as certain Aut

ated usage and capacity tag
ormation—where Authorized

number (or Point ¢ i antifi asole and limited purpose of facilitating the CCA
* in connection with its provision of such

e of Aggregator’s obligations of confidentiality with respect to
on in a manner consistent with the rules and regulations of the

, in consideration of the premises and of the covenants herein
contained, and for other good and valuable consideration, the receipt and sufficiency of which
are hereby acknowledged, the Parties, intending to be legally bound, hereby agree as follows:

1. Definitions.



“Authorized Customer-Specific Information” shall have the meaning attributed to it
in the Recitals.

“CCA” shall have the meaning attributed to it in the Recitals.

“Confidential Utility Information” means, collectively, information provided by
Utility to Aggregator including, without limitation, aII aggregated and anonymized
information, Authorized Customer Specific Informatign, Personal Data and Utility
Data.

(1) all national, state and local
atlng to the protection of

“Data Protection Requirements” means, coll
laws, regulations or other government
information that identifies or can be u

respect to Aggregator or its Repr f Confidential Utility
Information; (ii) the Utility’s in ures relating to the
protection of information that id n individual that
apply with respect to Aggregator f Confidential

Aggregator reasonably believes
eans) of Confidential Utility

/or unlawful Processing,
tial Utility Information;
rity, confidentiality, or
3 or (B) any breach of any Data
0 the Processing of Confidential Utility
ent or former Representatives.

“Data Security Incider
that there has been: (A)
Informatlon (B) the

aedification, traf

permanently erasing and deleting; (c)
onfidential Utility Information in paper,
ake it unreadable, unreconstructible, and

e meaning set forth in the Recitals.

cans any information that can be used to identify, locate, or
fual, including an employee, customer, or potential customer of
Utility, inC g, without limitation: (A) first and last name; (B) home or other
physical address; (C) telephone number; (D) email address or online identifier
associated with an individual; (E) “Sensitive Data” as defined below; (F) ZIP codes;
(G) employment, financial or health information; or (H) any other information
relating to an individual, including cookie information and usage and traffic data or
profiles, that is combined with any of the foregoing.

“PSC” or “Commission” shall have the meaning attributed to it in the Recitals.
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J.  “Processing” (including its cognate, “process”) means any operation, action, error,
omission, negligent act, or set of operations, actions, errors, omissions, or negligent
acts that is performed using or upon Personal Data or Utility Data, whether it be by
physical, automatic or electronic means, including, without limitation, collection,
recording, organization, storage, access, adaptation, alteration, retrieval, use,
transfer, hosting, maintenance, handling, retrieval, consultation, use, disclosure,
dissemination, exfiltration, taking, removing, copying processmg, making available,
alignment, combination, blocking, deletion, erasure

k. “Sensitive Data” is that subset of Personal D
passport number, driver’s license numbe
similar identifier.

uding Social Security number,
ustomer account number, or

I. “Third Party Representatives” me f Aggregator that are
contractors or subcontractors, in imitati

m. “Utility Data” means data held by [ mal course of
business or at the request of Aggre or not it is
provided to AggregatQ

2. Scope of the Agreement. Thi¢
Information disclosed to Aggreg
support of the CCA Program, inc .
Utility Informationaghe

apply to all Confidential Utility
given access by Utility in
pies of the Confidential

provided or held, and
derived from or containing
veen or among the Parties or
he same, shall constitute confidential

\ is to be provided pursuant to this

f the Order is sent to Aggregator, the

Representatives to provide, to the satisfaction of Utility any
urity Assessments, attached hereto as Exhibit A or such other
ility may require from time to time (“The Assessment”) and
Aggregator will & ith the utility program; (iii) Aggregator (and its
Representatives, as applicable) shall have and maintain throughout the term systems and
processes in place and as detailed in the assessment acceptable to Utility to protect
Confidential Utility Information; (iv) Aggregator complies and shall cause its third party
representatives to comply with Utility’s data protection programs; and (V) Utility receives
written confirmation from New York State Department of Public Service Staff that certain
prerequisites identified in the Order have been satisfied. Provided the foregoing
prerequisites have been satisfied, Utility shall within twenty (20) days of receipt of

risk assessme
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Aggregator’s written request for such Confidential Utility Information, provide such
Confidential Utility Information as required by the Order. Specifically, Utility shall
provide, as requested by the Aggregator, aggregated data, including the number of
customers by service class, the aggregated peak demand (kW) (for electricity) by month for
the past 12 months, by service class to the extent possible, and the aggregated energy (kWh)
for electricity or volumetric consumption for gas by month for the past 12 months by service
class and customer-specific data, including the customer of record’s name, mailing address,
account number, and primary language and any customer- ic alternate billing name and
address, to the extent available. Unless the Parties other ee, the provision of
Confidential Utility Information by Utility shall be e d electronically, as a file
transfer made via encrypted FTP or other secure p

4. Confidentiality.

Aggregator shall: (a) hold all Confidential U ion i i ence; (b) except as
otherwise expressly permitted by Section 4 ility Information
i ffiliates or
e United
States; (d) not Process Conflden e CCA

Information for any marketing purp
limit reproduction of Confidential U

with the CCA Program; (f)
required for the CCA

Confidential Uti NG isi otherwise use at least the same
degree of care [ ica i fdential Utility Information as
Aggregator emplo i ect to its own confidential information that it
does not (or would ¢ ire 10 ha disseminated, but in no event less than

se Confidential Utility Information to those of its municipal
members and contract@ uding without limitation, ESCOs as well as its and their respective
officers, directors and employees (collectively, “Representatives”) who have a legitimate need to
know or use such Confidential Utility Information for the sole and limited purposes of
administering and/or conducting the CCA Program, provided that each such Representative first
(1) is advised by Aggregator of the sensitive and confidential nature of such Confidential Utility
Information; (ii) agrees to comply with the provisions of this Agreement, provided that with
respect to Third Party Representatives and this subsection (ii), such Third Party Representatives
must agree in writing to be bound by and observe the provisions of this Agreement as though
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such Third Party Representatives were Aggregator; and (iii) signs the Representative Agreement.
All such written agreements with Third Party Representatives shall include direct liability for the
Third Party Representatives towards Utility for breach thereof by the Third Party
Representatives, and a copy of such agreement and each Representative Agreement and
Aggregator agreement shall be made available to Utility upon request. Notwithstanding the
foregoing, Aggregator shall be liable to Utility for any act or omission of a Representative,
including without limitation, Third Party Representatives that would constitute a breach of this
Agreement if committed by Aggregator.

(b) Disclosure if Legally Compelled. Notwit
that Aggregator or any of its Representatives receives n

g anything herein, in the event
as, will or may become
disclose any Confidential

Utility, orally and in writing, of the pending o ion. ent lawfully
allowable, Utility shall have the right to consult i cooperate,

have the right to seek an appropria
minimizing the extent of Confidentia

t be disclosed. In any event,
tial Utility Information
disclose in order to
ay be affected by any

asonably requested by Utility or, if not so

s of all Confidential Utility Information (including any
er documents based upon, derived from or containing
that has'come into Aggregator’s or its Representatives’
Confidential Utility Information from all systems, records,

tor and its Representatives, and all subsequent use and

cease. Notwithstand pregoing, Aggregator and its Representatives shall not be obligated
to erase Confidential U Information contained in an archived computer system backup
maintained in accordance with their respective security or disaster recovery procedures, provided
that Aggregator and its Representatives shall (i) not have experienced a Data Security Incident,
(i1) not permit access to or recovery of Confidential Utility Information from such computer
backup system and (iii) keep all such Confidential Utility Information confidential in accordance
with this Agreement. Aggregator shall, upon request, certify to Utility that the destruction by
Aggregator and its Representatives required by this Section has occurred by (a) having a duly



authorized officer of Aggregator complete, execute and deliver to Utility a certification and (b)
obtaining substantially similar certifications from its Representatives and maintaining them on
file. Compliance with this Section 5 shall not relieve Aggregator from compliance with the other
provisions of this Agreement. The obligations under this Section shall survive any expiration of
termination of this Agreement.

7. Insurance. Aggregator shall procure and maintain and shall require its Third Party
Representatives to procure and maintain for the Term hereof C Liability Insurance covering
third party financial losses including, but not limited to, de osts, notification costs, data
breach response costs, settlements, judgments and fo expenses (including, without
limitation, PCI DSS fines and claims expenses) incurr, sured as a result of breach of

or from transmission of a computer virus, Phishi i alicious code use that
causes third-party loss including the failure of ntial to an insured or
to third parties; with limits not less than $10,

8. Audit. Upon reasonable notice to Aggrega uire its third-
party representatives to, permit Utlllty, its au i i tives, and
regulators to audit and inspect, 3 i
Agreement), and no more often

regulators): (a) the facilities of Aggeega ird Party Representatives where
Confidential Utility Information cortaini 3 cessed by, or on behalf of,
Aggregator; (b) any computerized oR e cess Utility Confidential
Information contaig ; ‘ actices and procedures,
facilities, resour A : ating to the privacy and security
of Confidential I h audlt and mspectlon rlghts

Requirements. Notwithstanding anything
ggator shall and shall cause its Third Party

or similar authority, if and to the extent that such
Information containing Personal Data Processed by
Such assistance shall be at Utility’s sole expense, except where
lue to the acts or omissions of Aggregator or its Representatives,
in which case su i all be at Aggregator’s sole expense.

10. Data Security InG . Aggregator is responsible for any and all Data Security Incidents
involving Confidential Utility Information containing Personal Data that is Processed by, or on
behalf of, Aggregator. Aggregator shall notify Utility in writing immediately (and in any event
within twenty-four (24) hours) whenever Aggregator reasonably believes that there has been a
Data Security Incident. After providing such notice, Aggregator will investigate the Data
Security Incident, and immediately take all necessary steps to eliminate or contain any exposure
of Confidential Utility Information containing Personal Data and keep Utility advised of the
status of such Data Security Incident and all matters related thereto. Aggregator further agrees to
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provide, at Aggregator’s sole cost, reasonable assistance and cooperation requested by Utility
and/or Utility’s designated representatives, in the furtherance of any correction, remediation, or
investigation of any such Data Security Incident and/or the mitigation of any damage, including
any notification required by law or that Utility may determine appropriate to send to individuals
impacted or potentially impacted by the Data Security Incident , and/or the provision of any
credit reporting service required by law or that Utility deems appropriate to provide to such
individuals. Unless required by law, Aggregator shall not notify any individual or any third
party other than law enforcement of any potential Data Securi ident involving Confidential
Utility Information containing Personal Data without first ing with, and obtaining the
permission of, Utility. In addition, within 30 days of i g or being informed of a Data
Security Incident, Aggregator shall develop and execu ject to Utility’s approval, that
reduces the likelihood of a recurrence of such Da . Aggregator agrees that
Utility may at its discretion and without penalt i erformance hereunder

Aggregator shall acquwe no own
between Aggregator and Utility, s
of Utility). No rights or obligations
from this Agreement.

al Utility Informatio hich, as
ietary and confidential information
ted herein shall be implied

aging with Aggregator or its partners
Information or a derivative of

2 purpose of this Agreement. Aggregator shall
er account numbers through such interactions associated

thout limitation all applicable Data Protection Requirements
ission, place Utility in violation of any privacy or security law

Aggregator Shall have in place appropriate and reasonable processes and systems,
including an Information Security Program to protect the security of Confidential
Utility Information containing Personal Data and prevent a Data Security Incident ,
including, without limitation, a breach resulting from or arising out of Aggregator’s
internal use, Processing or other transmission of Confidential Utility Information
containing Personal Data, whether between or among Aggregator’s Representatives,



subsidiaries and affiliates or any other person or entity acting on behalf of
Aggregator, including without limitation Third Party Representatives.

d. Aggregator shall safely secure or encrypt all Confidential Utility Information during
storage or transmission.

e. Aggregator shall establish policies and procedures to provide reasonable and prompt
assistance to Utility in responding to any and all requgsts, complaints, or other
communications received from any individual wh ay be the subject of a Data
Security Incident involving Confidential Utilit ation Processed by
Aggregator to the extent such request, comp er communication relates to

Personal Data, data theft or other una
of Personal Data, or misuse of Personal plaint or
other communication

13. Data Access Con

mrelessly or across public networks; (ii) stores
ters or storage media; and (iii) stores on any device that
shysical or logical controls of Aggregator. Aggregator
and confidentiality of all encryption keys associated with

hing herein, Aggregator shall not store or transport
y Information on portable devices such as mobile phones, tablets,

14. Information Security Program. Aggregator shall, and shall cause its Third Party
Representatives to:

a. develop, implement, maintain, and monitor a comprehensive, written information
security program that contains administrative, technical and physical safeguards to
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protect against anticipated threats or hazards to the security, confidentiality or
integrity of, the unauthorized or accidental destruction, loss, alteration or use of, and
the unauthorized access to, acquisition of or Processing of Confidential Utility
Information containing Personal Data (“Information Security Program™);

conduct a risk assessment to identify and assess reasonably foreseeable internal and
external risks to the security, confidentiality and integrity of electronic, paper and
other records containing Confidential Utility Inform containing Personal Data
and evaluate and improve, where necessary, the e ness of its safeguards for
limiting those internal and external risks;

notify Utility within twenty-four (24) hour tion Security Program no

Program following such a review,
ifications and shall provide the

urity Program at each location from which
essed by Aggregator or on Aggregator’s

covers all, networks, systems, servers,
obile phones, and other devices and media

ation Security Program includes industry standard password
s and anti-virus and malware protections to protect Confidential
ored on computer systems;

intrusion te§tiMg with respect to Third Party Representative’s systems and promptly
provide a copy of the results to Utility, provided that the Third Party Representative
may redact IP addresses and other client names and information;

shall provide annual security awareness training to all individual who has
access to Confidential Utility Information, Personal Data or Utility Data.
Upon Utility’s request, Aggregator shall promptly provide to Utility evidence
that individuals with access to any Confidential Utility Information, Personal
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Data or Utility Data have received such training;

maintain inventory of utility data repositories including unstructured content; and
implement a standard process for identifying, assessing, and mitigating security risks
introduced through the supply chain.

ralhat

15. Payment. In consideration of Utility’s agreement to provide Confidential Utility
Information in accordance with Section 2, Aggregator shall pay to Utility fees pursuant to its
tariffs.

re or misuse of Confidential
arable harm to Utility, the
equately compensated by

16. Specific Performance. The Parties acknowledge that di
Utility Information in violation of this Agreement may
amount of which may be difficult to ascertain and whi

under this Agreement, at law or in equity, inc 0 terminate
this Agreement for breach and the right to suspe
Utility Information hereunder. Agg

obtaining any such i ctive or
other equitable relief and hereby a Ily possible, any court of

competent jurisdiction to dispense

hold Utility, its 3 : i i : C stees, shareholders,
employees and agent SSycost, damage or expense of

i : penaltles imposed by the Commission or
on Requirements, court costs, expenses and
resulting from, in whole or in part, the
egator or any of its Representatives.

espondence relating to potential or pending
otices and other correspondence hereunder shall be sent
by a nationally recognized courier service. Notices or
ding disclosure under legal compulsion shall be sent
Jh the U.S. Postal service or other nationally recognized courier

notices and correspe all be in writing and addressed as follows:

If to Aggregator,

Aggregator Name:
Name of Contact:
Address:

Phone:

Email:



If to Utility, to:

Utility Name:
Name of Contact:
Address:

Phone:

Email:

A Party may change the address or addressee for notice orrespondence to it

in effect until terminated by Utility upon not

n 10 days’ prior writ tice specifying
the effective date of termination, or on i

, 20, whichever occ

further, that Utility may terminate i pon notice to Aggregator in the
event of a material breach hereof b 3 i tatives. For the purpose of

New York with regard to any dispute or
ent. Aggregator agrees that service of

also be made ' ermitted by IaW Aggregator consents to the selection of
ork State and s within County, New York as the
action or proceeding arising out of or relating to this

21. Governing B
Parties determined
such state's choice of [a

2ement shall be interpreted and the rights and obligations of the
e with the laws of the State of New York, without recourse to

22. Survival. The obligations of Aggregator under this Agreement shall continue for so long as
Aggregator and/or Aggregator’s Representatives continue to have access to, are in possession of
or acquire Confidential Utility Information even if all agreements between Aggregator and
Utility have expired or been terminated.
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23. Counterparts. This Agreement may be executed in one or more counterparts, each of
which shall be deemed an original, but all of which shall together constitute one and the same
instrument. Copies of this Agreement and copies of signatures on this Agreement, including any
such copies delivered electronically as a .pdf file, shall be treated for all purposes as originals.

24. Amendments; Waivers. This Agreement may not be amended or modified except if set
forth in writing signed by the Party against whom enforcement is sought to be effective. No
forbearance by any Party to require performance of any provisio this Agreement shall
constitute or be deemed a waiver of such provision or the rig fter to enforce it. Any
waiver shall be effective only if in writing and signed by a ized representative of the
Party making such waiver and only with respect to the ent to which it specifically
refers.

25. Assignment. This Agreement (and Aggre
assigned by Aggregator or Representatives Wi i i f Utility, and any

be for the benefit of any party other than
, and no other party shall have any right,

e for any failure to perform its obligations in

h failure results from any act of God or other cause
ontrol (including, without limitation, any mechanical, electronic
prevents such Party from performing under this Agreement

and which such Pa 0 prevent or overcome after the exercise of reasonable diligence.

30. Relationship of tf ties. Utility and Aggregator expressly agree they are acting as
independent contractors and under no circumstances shall any of the employees of one Party be
deemed the employees of the other for any purpose. Except as expressly authorized herein, this
Agreement shall not be construed as authority for either Party to act for the other Party in any
agency or other capacity, or to make commitments of any kind for the account of or on behalf of
the other.
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31. Construction. This Agreement shall be construed as to its fair meaning and not strictly for
or against any party.

32. Binding Effect. No portion of this Agreement is binding upon a Party until it is executed on
behalf of that Party in the space provided below and delivered to the other Party. Prior to such
execution and delivery, neither the submission, exchange, return, discussion, nor the negotiation
of this document, whether or not this document is then designated as a “draft” document, shall

have any binding effect on a Party.
[signature page fo
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IN WITNESS WHEREOF, the Parties have executed and delivered this Agreement as
of the date first above written.
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