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Hon. Kathleen H. Burgess

Secretary to the Commission

New York State Public Service Commission
Albany, NY 12223-1350

Re:  Case 18-M-0376 — Proceeding on the Motion of the Commission Regarding Security
Protocols and Protections in the Energy Market Place
Comments of NextEra Energy Services New York, LLC on Data Security Addendum

Dear Secretary Burgess:

NextEra Energy Services New York, LLC (“NextEra”) is an energy services company
(“ESCO”) operating throughout the State of New York, and in 13 other States and the District of
Columbia. NextEra takes the issue of data security very seriously and is committed to making
sure its customers’ data is appropriately protected. NextEra is ready to assist and work together
with the State, the Utilities' and other interested stakeholders to fairly, reasonably, and swiftly
address conditions that may compromise the security of customer data.

The process for developing and implementing appropriate data security protections is
critical and must be conducted in a deliberate and measured way to avoid unintended consequences
to customers, the Utilities, NextEra, or other ESCOs. Accordingly, and in response to the requests
from Department of Public Service Staff (“Staff’) and the Utilities for feedback on the proposed
Data Security Addendum (“DSA”), NextEra provides these comments. NextEra also offers a
mark-up of the DSA that contains appropriate and balanced terms to help advance the discussion
of this matter. Going forward, NextEra recommends that this process follow the rules and
procedures of the Public Service Commission (“Commission”); inasmuch as this matter implicates
multiple actions and directives of the Commission, it would not be appropriate for the Utilities to
unilaterally dictate the terms of the DSA.

1 Asused herein, the term “Utilities” means and includes Consolidated Edison Company of New

York, Inc., Orange and Rockland Utilities, Inc., Central Hudson Gas & Electric Corporation,
National Fuel Gas Distribution Corporation, The Brooklyn Union Gas Company d/b/a National
Grid NY, KeySpan Gas East Corporation d/b/a National Grid, Niagara Mohawk Power
Corporation d/b/a National Grid, New York State Electric & Gas Corporation and Rochester
Gas and Electric Corporation.

Offices in: Albany, New York City and Saratoga Springs, New York; Washington, D.C. and Hartford, Connecticut



Hon. Kathleen H. Burgess
June 22, 2018
Page 2

The Commission appears to agree with this assertion. Last week, it issued an Order
Instituting Proceeding on Motion of the Commission Regarding Cyber Protocols which supported
the informal “business-t0-business” review and comment process, yet preserved its role to review
and decide “issues that cannot be properly resolved in that forum.”? Given the linkage between
this matter and the new proceeding, NextEra respectfully submits these comments for
consideration in Case 18-M-0376 as well.

As noted above, NextEra offers the attached recommended changes to the DSA and the
Self-Attestation to help move the process forward. Providing specific language for consideration
by the Commission, Staff, Utilities, ESCOs, and other interested stakeholders should avoid
abstract or unfocused discussions and assist in narrowing and resolving any disputes over the
terms. The goal, which NextEra believes is shared by the Utilities, ESCOs, and Staff, is to develop
a standard agreement and process that all stakeholders, and the regulator, can support.

I. Administrative Procedure and Violation of the UBP

As a preliminary matter, NextEra submits that the procedure being employed by the
Utilities and Staff in advancing the DSA violates the Commission’s established Uniform Business
Practices (“UBP”). Over the past several months, NextEra received emails from the Utilities
demanding that it and all other ESCOs execute a utility-drafted DSA and Vendor Risk Assessment
(“VRA”) by a specified date, or risk suspension of the processing of the ESCO’s electronic data
interchange (“EDI”) transactions. Pursuant to Section 2.F.1.a of the UBP, a distribution utility may
discontinue an ESCO’s participation in retail access due to the ESCO’s "[f]ailure to act that is likely
to cause, or has caused, a significant risk or condition that compromises the safety, system security,
or operational reliability of the distribution utility's system, and the ESCO or Direct Customer failed
to eliminate immediately the risk or condition upon verified receipt of a non-EDI notice.” In order
to initiate such a discontinuance process, the distribution utility must send a non-EDI
discontinuance notice by overnight mail and verified receipt to the ESCO and Staff.

Additionally, UBP Section 2.F.3 states that the notice shall contain the following
information:

a. The reason, cure period, if any, and effective date for the discontinuance;

b. A statement that the distribution utility shall notify the ESCO's customers of the
discontinuance if the ESCO fails to correct the deficiency described in the notice within

2 Case 18-M-0376, Proceeding on Motion of the Commission Regarding Cyber Security
Protocols and Protections in the Energy Market Place, Order Instituting Proceeding, (issued
June 14, 2018), p. 3 (“Instituting Order”).
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the cure period, unless the Department directs the distribution utility to stop the
discontinuance process;

c. Notification that the distribution utility may suspend the ESCO's right to enroll
customers until correction of the deficiency; and

d. Notice that the correction of the deficiency within the cure period, or a Department
directive, will end the discontinuance process.

The unilateral demands and threats presented by the Utilities do not comply with the above
requirements of the UBP, and the Utilities do not have authority outside the UBP to cease
processing ESCO EDI transactions.

Based on discussions with the Utilities at the May 31, 2018 stakeholder meeting (“May 31
Meeting”), it appears that the origin for this very expedited process was an incident that occurred
with an EDI provider in March 2018. While that incident was problematic and identified the need
for proper protocols for protecting customer data, it did not justify bypassing the Commission’s
rules and procedures or making threats to improperly interfere with ESCOs’ legitimate rights and
businesses. Moreover, pursuant to Section 8.B.2 of the UBP, even if that incident could be
considered to have created an emergency situation justifying immediate resolution, the Utilities
must file a formal dispute resolution request with the Secretary and provide a copy of the request
to all involved parties and Staff. Importantly, that Section mandates that “[t]he request shall
describe in detail the emergency situation requiring expedited resolution, state in detail the facts
of the dispute, and, to the extent known, set forth the positions of the parties.”

To date, NextEra is not aware of any dispute resolution request submitted by any Utility
with respect to this matter. The UBP is equally applicable to the Utilities and ESCOs. Failure to
follow these steps is a violation of the UBP.

1. The Commission Should Control This Process

Subsequent to receiving the DSA and VRA and associated improper threats from the
Utilities, ESCOs brought this matter to Staff’s attention, which resulted in the May 31 Meeting.
The message conveyed at the meeting was that the Utilities were approaching this situation from
a statewide application perspective and would be developing a unified and streamlined VRA that
an ESCO could complete and send to all Utilities in the State. The Utilities were clear that they
do not want to address data security on a piecemeal basis with each individual ESCO.

While some ESCOs asked for more time to review and develop comments, and for the
schedule, generally, to be extended with respect to executing the DSA, at the May 31 Meeting the
Utilities agreed only to provide a three-week limited comment period to accept feedback on the
draft DSA and VRA. Under standard Commission practice, it is the Commission, or the
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Administrative Law Judge, that establishes comment periods and otherwise sets the rules for each
matter. Neither the Public Service Law, the Commission’s regulations and rules, any Commission
Order, or the UBP have delegated authority to the Utilities to set the deadlines and rules for this
matter, or to allow the Utilities to unilaterally impose the DSA and VRA on the ESCOs. It is
therefore imperative that the Commission step in to protect the rights and interests of the ESCOs
conducting business in New York and the millions of New York consumers who have chosen an
ESCO as their preferred electricity supplier.®

On or about June 8, 2018, the Utilities circulated another email to ESCOs, which replaced
the VRA with a Self-Attestation form. Unlike the VRA (which was simply a survey), the Self-
Attestation is a vague document that requires each ESCO to attest that "best practice" controls are
in place without defining what those best practices are or referencing sources from which the best
practices could be identified. The Self-Attestation inexplicably contains many of the same
concepts that are included in the DSA, and it gives the Utility the sole discretion to determine
whether the ESCO is in “non-compliance” with any of the requirements included and terminate
the ESCO’s data access. No parameters or guidelines were offered to govern how such compliance
determinations are made, and the proposal contains no right of appeal of such determinations by
an ESCO.

These provisions are inconsistent with the UBP, and they arguably violate the ESCOs’
rights to due process (applicable here because the Utilities apparently are seeking to act as agents
of the Commission since the Utilities have no independent termination authority under these
circumstances). These improper demands and actions require the Commission to intervene to
protect the rights of ESCOs and New York consumers who have freely exercised their right to
choose their energy suppliers.

The Utilities further required, with Staff’s support, that ESCOs must sign and return the
Self-Attestations by June 30, 2018. Substitution of the VRA with the Self-Attestation was a
significant change from the Utilities’ prior position and is not consistent with the statements that
were made at the May 31 Meeting. Moreover, the accelerated time period to review and sign the
Self-Attestations comes concurrently with the parties’ already condensed time for reviewing and
commenting on the DSA.

NextEra objects to the Self-Attestation document in its entirety. Having a company share
its information security practices with third parties — and identifying what security practices are
and are not used — will only increase the risk of consumer data being compromised. Moreover,

3 Asarelated point, NextEra notes that the Instituting Order erroneously stated (at p. 3) that this

deadline was “agreed to by all parties.” The three-week deadline was set by the Utilities over
the ESCOs’ collective objections and in disregard for requests for additional time to properly
respond to the proposed documents.
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NextEra objects to any requirement that the Self-Attestation be executed before the DSA is
finalized. The Utilities have not offered any rational basis or legitimate explanation justifying the
need for executed Self-Attestations by June 30, and NextEra respectfully submits that there is
none.* This is a further reason why Commission intervention is needed.

1. Content of the DSA

NextEra offers the following comments on the DSA to underscore its concerns with the
provisions proposed by the Utilities. In addition to these suggested revisions, there are several
significant issues that need to be resolved : (i) determining what constitutes “Confidential Utility
Information”; (ii) establishing what data security issues the Joint Utilities’ actions are intended to
prevent/solve; (iii) establishing a cause/effect and limitation of liability with respect to inclusion
of any indemnification provision; (iv) revising the DSA to include mutual data protections for the
Utilities and ESCOs; and (v) distinguishing the CCA DSA from an ESCO DSA.

First and foremost, there appears to be a fundamental disagreement between the Utilities
and the ESCOs as to what is considered to be “Confidential Utility Information.” NextEra receives
most all of its customer-specific information (including utility account number) directly from its
customers, independent of the Utilities.

It is standard practice in confidentiality or non-disclosure agreements in the utility industry,
and in Commission proceedings, that certain types of information are excluded from the definition
of “Confidential Information.” The very common exclusions are: (a) information which is or
becomes publicly available (except in violation of a confidentiality agreement); (b) information
which is or becomes available on a non-confidential basis from a source which is not prohibited
from disclosing such information pursuant to a legal, contractual or fiduciary obligation; (c)
information which a party can establish was legally in its possession prior to disclosure by the
other party; or (d) information which a party can establish was developed by or for it independently
of any action by the other party. Here, under standard practice the information NextEra obtains
directly from its customers should be considered information excluded from the definition of
Confidential Utility Information in a confidentiality agreement between it and a Utility.

Determining what constitutes Confidential Utility Information for purposes of developing
data security protocols and procedures for parties interacting with the Utilities is a threshold issue
that must be resolved before this process can move forward. To the extent that there is
disagreement amongst the ESCOs and the Utilities as to what constitutes Confidential Utility
Information, consistent with the Instituting Order, such issue should be referred to the

4 Tobe clear, NextEra agrees that all parties — ESCOs and Utilities alike — should use appropriate
and reasonable safeguards for customer data, but there first needs to be a determination of
what is appropriate and reasonable.
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Commission’s new Cyber Security Proceeding (Case 18-M-0376) for determination by the
Commission.

To ensure that NextEra’s position is not misunderstood, NextEra states that it fully agrees
that all customer data, regardless of the source, should be protected. NextEra’s point is simply
that the Utilities have no right to dictate how NextEra protects its data it collected on its own — in
the same way that NextEra has no basis to dictate how the Utilities protect data they collected on
their own.

As to the second issue, at the May 31 Meeting, Staff made clear that the intent of the DSA,
and this process generally, is to protect the Utilities’ systems from infiltration and cyber-attacks.
There appears to be a gap between how the ESCOs are accessing the Utilities’ systems and what
the Utilities believe is occurring. This is evidenced by the broad requirement for cybersecurity
insurance, where the risk is simply stated as requiring coverage for an “incident.” This term is
overly vague, making it very difficult, if not impossible, to secure appropriate insurance coverage.
If the situation was reversed and the ESCOs were making this demand, NextEra has no doubt that
the Utilities would object to this vague term.

With respect to the third issue, the DSA neglects to include limitations on potential
damages, which is inequitable. Liability is not limitless. In the same vein, there also must be a
clear linkage between the cause and effect of a data security incident (when properly defined) as
ESCO liability should not be unbounded (especially if an “incident” has no discernible negative
consequences). Having a mechanism in place at the outset that identifies the cause of an incident
and how that incident is dealt with from a liability perspective is vital. Not having an objective
process that addresses these issues will lead to significant litigation if an “incident” occurs — the
DSA should avoid such an outcome, not create it. These are issues that merit further development
and discussion in the Commission’s Cyber Security Proceeding.

Strikingly, the concept of mutuality is absent from the DSA. Similar to the Utilities’ desire
to protect their systems and data, NextEra has a vested interest in protecting its systems and its
own customer data. For example, the Utilities have data related to NextEra’s business
relationships with each customer, pricing, and competitive information that if disclosed would be
harmful to its business. Revisions must be made to the DSA that incorporate mutual data
protections and processes. A biased and unbalanced DSA is unfair and inequitable, and it is
arguably inconsistent with Section 65(3) of the Public Service Law.®

> The lack of mutual requirements in the DSA arguably gives an undue and unreasonable

preference to a utility with respect to its and an ESCQO’s treatment of data for the same
customer.
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As to the last concern listed above, the Commission confirmed in the Instituting Order that
the proposed DSA is the same document approved in the Community Choice Aggregation
(“CCA”) Order regarding data security.® NextEra submits that there are material differences in
how a CCA operates within a municipality and how an ESCO operates in the broader retail market.
For example, the method for receiving customer data is quite different. The notion that the DSA
approved for CCA is directly transferrable to the retail marketplace is misplaced — in the former,
there is essentially no competition for customers and the commaodity provider is not subject to the
same risks of customer migration as ESCOs are. This is akin to why the Commission has adopted
two different UBPs to govern ESCOs and Distributed Energy Resource providers — because the
industries operate differently.

Importantly, the ESCO industry was not put on notice that the CCA agreement would be
applied to the retail marketplace. Accordingly, NextEra did not participate in CCA proceeding or
offer input on the development of the DSA for CCA purposes. ESCOs should not now be
penalized for failing to participate in a proceeding that had no stated or implied relevance to them.
Indeed, due process has two requirements — notice and an opportunity to be heard. The failure to
provide notice violates the ESCOs’ due process rights, and the potential for them to be deprived
of the ability to conduct their businesses invokes a right for which process was due.

V. Self-Attestation

As discussed above, NextEra opposes the procedure proposed for implementing data
security measures for ESCOs, particularly the premature requirement to execute the Self-
Attestation. Indeed, the Self-Attestation appears to be a backdoor way to have ESCOs agree to
many of the terms included in the DSA, outside of the DSA. The provisions of the Self-Attestation
are overly broad and vague and fail to provide ESCOs with any guidance regarding whether the
methods being used are sufficient. Such lack of information makes it difficult for any ESCO to
reasonably agree to such terms. Moreover, it is not appropriate for the Utilities to have full and
unfettered discretion to terminate ESCOs’ EDI transactions. While it is understood that the intent
of the Utilities was to be less restrictive so as not to interfere with ESCO business practices, the
Self-Attestation goes too far.

Furthermore, similar to the DSA, the Self-Attestation also fails to provide for mutual
acknowledgement of security controls by the Utilities. It is not readily known to the ESCOs what
security protocols the Utilities have in place to protect customer data and how access to data is
controlled. The Utilities also should be required to attest to these requirements.

® Instituting Order at 3. See Case 16-M-0015, Petition of Municipal Electric and Gas Alliance,
Inc. to Create a Community Choice Aggregation Pilot Program, Order Approving Community
Choice Aggregation Program and Utility Data Security Agreement with Modifications (issued
October 19, 2017).
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V. Conclusion

NextEra respectfully urges the Commission’s involvement in this matter. NextEra
continues to have significant concerns regarding the procedure and process being employed by the
Utilities and believes that they are overreaching into the Commission’s domain as regulator. While
there is a need for data security requirements to protect customers, the need is equally applicable
to the Utilities and ESCOs. Accordingly, the DSA needs to be fair and balanced and provide equal
rights, responsibilities, and obligations for both parties. NextEra fully supports increasing security
measures for customers, but these issues are technical and require proper consideration, not rushed
or arbitrary and ill-conceived one-sided agreements. Further collaborative discussions — on an
expedited basis — with the ESCO industry and other interested stakeholders are needed to
determine the most appropriate and workable path forward.

Respectfully submitted,

COUCH WHITE, LLP

Amanda DeVite Tninsey

Amanda De Vito Trinsey
Counsel for NextEra Energy Services New York, LLC

Attachment

cc: Active Parties (via email wiatt.)
LuAnn Scherer (via email w/att.)
Francis Dwyer, Esg. (via email w/att.)
Mary Krayeske, Esg. (via email w/att.)
Jeremy Euto, Esqg. (via email w/att.)
Paul Colbert, Esqg. (via email w/att.)
Amy Davis, Esqg. (via email w/att.)
Michael Novak (via email w/att.)



DATA SECURITY
ADDENDUM



This Data Security Addendum (“Addendum”) to the Retail Supplier Operating
Agreement (Electric or Gas) effective , Is made and entered into this

day of , 20___ by and between New York State Electric &
Gas Corporation, a New York corporation with offices at James A Carrigg Center, 18
Link Dr. P.O. Box 5224 Binghamton NY 13902 (“Utility”) and
an Energy Services Company (“ESCOQO”) or Direct Customer (“DC”) with offices at
; and together with Utility
the ("Parties" and each, individually, a “Party”). This Addendum is incorporated by
reference into the Retail Supplier Operating Agreement between the Parties.

RECITALS

WHEREAS, ESCO/DC desires to have access to certain utility customer
information, either customer-specific or aggregated customer information, or the New
York State Public Commission (“Commission”) has ordered Utility to provide to ESCO/DC
aggregated customer information; and

WHEREAS, Utility and ESCO/DC also desire to enter into this Addendum to
establish, among other things, the full scope of ESCO/DC’s obligations of confidentiality
with respect to the Confidential Utility Information in a manner consistent with the rules
and regulations of the Commission and requirements of Utility; and

NOW, THEREFORE, in consideration of the premises and of the covenants herein
contained, and for other good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged, the Parties, intending to be legally bound, hereby
agree as follows:

1. Definitions.

a. “Confidential Utility Information” means, (A) collectively, aggregated and
customer-specific information that Utility is: {A}-required by the Commission to
provide to ESCO/DC and (B) any other Utility-specific,—aggregated,-Personal
Data, Sensitive Data,—erUtility-Data; or customer-specific data provided to
ESCO/DC by Utility; provided that -Confidential Utility Information shall not
include: (a) information which is or becomes publicly available other than as a
result of a violation of this Agreement or other similar confidentiality agreement;
(b) information which is or becomes available on a non-confidential basis from
a source which is not prohibited from disclosing such information pursuant to a
legal, contractual or fiduciary obligation; (c) information which the ESCO/DC
can establish was legally in its possession prior to disclosure by the Utility; or
(d) information which the ESCO/DC can establish was developed by or for
ESCO/DC independently of the Utility’s Confidential Utility Information.

b. “Data Protection Requirements” means, collectively, (A) all national, state,
and local laws, regulations, or other government standards relating to the
protection of information that identifies or can be used to identify an individual
that apply with respect to ESCO/DC or its Representative’s Processing of

1
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duplication.




Commission rules, regulations, and guidelines relating to confidential data,
including the Commission-approved Uniform Business Practices (“UBPS”).



“‘Data Security Incident” means a situation when ESCO/DC reasonably
believes that there has been: (A) the loss or misuse (by any means) of
Confidential Utility Information; (B) the inadvertent, unauthorized and/or
unlawful Processing, corruption, modification, transfer, sale or rental of
Confidential Utility Information; or (C) any other act or omission that
compromises the security, confidentiality, or integrity of Confidential Utility
Information, in each case, to the extent such event set forth in subsection (A),
(B), or (C) results from a -er{B}any-breach by ESCO/DC of any Data Protection
Requirements in relation to the Processing of Confidential Utility Information by
ESCO/DC or any current or former Representatives.

. “Destroy” means (A) shredding; (B) permanently erasing and deleting; (C)

degaussing; or (D) otherwise modifying Confidential Utility Information in paper,
electronic, or other means so as to make it unreadable, unreconstructible, and
indecipherable. All Confidential Utility Information as may be specifically
requested by Utility must be disposed of in a manner described in (A) through
(D) herein.

. “ESCO/DC” shall have the meaning set forth in the Recitals.

“Personal Data” means any information that can be used to identify, locate, or
contact an individual, including an employee, customer, or potential customer
of Utility, including, without limitation: (A) first and last name; (B) home or
other physical address; (C) telephone number; (D) email address or online
identifier associated with an individual_when combined with a password or
security guestion and answer; (E) “Sensitive Data” as defined below; (F) ZP
eodes—{G)y-employment, financial, or health information; or (GH) any other
information relating to an individual, including cookie information and usage and
traffic data or profiles, that is combined with any of the foregoing.

. “PSC” or “Commission” shall have the meaning attributed to it in the Recitals.

. “Processing” (including its cognate, “process”) means any operation, action,
error, omission, negligent act, or set of operations, actions, errors, omissions,
or negligent acts that is performed using or upon Personal Data or Utility
Data, whether it be by physical, automatic or electronic means, including,
without limitation, collection, recording, organization, storage, access,
adaptation, alteration, retrieval, use, transfer, hosting, maintenance, handling,
retrieval, consultation, use, disclosure, dissemination, exfiltration, taking,
removing, copying, processing, making available, alignment, combination,
blocking, deletion, erasure, or destruction.

“Sensitive Data” is that subset of Personal Data that is identified in applicable
law as being protected personal information, including Social Security number,
passport number, driver's license number, Utility customer account number
when combined with a security code, access code or password, Municipal
Identification (NYCID) when combined with an account number or security code,
access code or password, or similar identifier when combined with an account
number or security code, access code or password.
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j.  “Third-Party Representatives” or “Representatives” means those agents of
ESCO/DC that are contractors or subcontractors who have access fo
Confidential Utility Information as part of their performance of services for
ESCO/DC.




k. “Utility Data” means customer data held by Utility, whether produced
in the normal course of business or at the request of ESCO/DC or an ESCO/DC
and whether or not it is provided to ESCO/DC.

Scope of the Addendum. This Addendum shall govern and apply to all
Confidential Utility Information disclosed to ESCO/DC or to which ESCO/DC is
given access by Utility, including all archival or back-up copies of the Confidential
Utility Information held or maintained by ESCO/DC (or it its Representatives). All
Confidential Utility Information, in whatever form, media, or medium provided or
held, and all extracts, compilations, studies, or other documents based on,
derived from, or containing Confidential Utility Information, all data electronically
exchanged between the Parties, and all correspondence between or among the
Parties or their respective Representatives pertaining to the same shall constitute
Confidential Utility Information hereunder. No financial information will be
provided pursuant to this Addendum. If any financial information is
inadvertently sent to ESCO/DC, ESCO/DC will immediately notify the Utility and
Destroy any such information in the appropriate manner.

ESCO/DC Compliance with all Applicable Commission Uniform Business
Practices.

ESCO/DC is an Energy Services Company (“ESCO/DC”) and
expressly agrees to comply with the Commission’'s ESCO/DC Uniform
Business Practices (‘UBPs”), as they may be amended from time to time.

ESCO/DC is a Distributed Energy Resource Supplier (‘DERS”) and
expressly agrees to comply with the Commission’s DERS UBPs, as they may
be amended from time to time.

ESCO/DC is a vendor, agent or other entity providing services to an
ESCO/DC or DER.

Customer Consent. ESCO/DC warrants that it will abide by all laws and
requlations concerning the obtaining and storage of customer
consents for receiving Confidential Utility Informationhas—ebtained

Provision of Information. Utility agrees to provide to ESCO/DC or its
Representatives, certain Confidential Utility Information, as requested, provided
that (A) ESCO/DC and its Representatives are in compliance with the terms of
this Addendum; (B) if required by Utility, ESCO/DC has provided and has caused
its Third Party Representatives to provide_the executed Self-Attestation form —te
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reguirements;_and (C) ESCO/DC (and its Representatives, as applicable) shall
have and maintain throughout the term, systems and processes in place and as
detailed in the Assessment reasonably acceptable to Utility to protect Confidential
Ut|||ty Informatlonﬂndw@%emnp%sﬁand%hauﬁas&%%ﬁaﬁy

= Provided the
foregomg prereqU|S|tes have been satlsfled ESCO/DC shaII be permitted access
to Confidential Utility Information and/or Utility shall provide such Confidential Utility
Information to ESCO/DC. Unless otherwise agreed or
established by law, Data—andler-Confidential Utility Information will
at all times remain the sole property of the Party collecting the data and/or
Confidential Information. Nothing in this AddendumRider will be interpreted or
construed as granting either Party any license or other right under any patent,
copyright, trademark, trade secret, or other proprietary right or any right to assert
any lien over or right to withhold from the other Party any Data and/or Confidential
Information of the other Party.

Confidentiality. ESCO/DC shall: (A) hold all Confidential Utility Information in
strict confidence; except as otherwise expressly permitted by Section 7 herein;
(B) except as otherwise permitted by this Addendum, not
disclose Confidential Utility Information to any other person or entity (including but
not limited to Third Party Representatives, affiliates, or members of ESCO/DC); (C)
not Process Confidential Utility Information outside of the United States; (D) not
Process Confidential Utility Information other than for the Services defined in the
Recitals as authorized by this Addendum; (E) limit reproduction of Confidential
Utility Information; (F) store Confidential Utility Information in a secure fashion
at a secure location in the United States that is not accessible to any person or
entity not authorized to receive the Confidential Utility Information under the
provisions hereof; (G) otherwise use at least the same degree of care to avoid
publication or dissemination of the Confidential Utility Information as ESCO/DC
employs (or would employ) with respect to its own confidential information that it
does not (or would not) desire to have published or disseminated, but in no event
less than reasonable care; and (H) to the extent required by the Utility, each Third
Party Representativepersen with a need to know the Confidential Information shall
sign the Third-Party Representative Addendum set forth as Exhibit B to this
Addendum. At all times, Utility shall have the right to request further assurances
that the foregoing restrictions and protections concerning Confidential Utility
Information are being observed and ESCO/DC shall be obligated to promptly
provide Utility with the requested assurances.

Exceptions Allowing ESCO/DC to Disclose Confidential Utility Information.

a. Disclosure to Representatives. Notwithstanding the provisions of Section
6 herein, ESCO/DC may disclose Confidential Utility Information to its Third
Party Representatives who have a legitimate need to know or use such
Confidential Utility Information for the sole and limited purposes of providing
Services, provided that each such Third Party Representative first (A) is advised
by ESCO/DC of the sensitive and confidential nature of such Confidential Utility
Information; (B) agrees to comply with the confidentiality provisions of
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this Addendum, provided that with respect to Third Party Representatives and



this subsection (B), such Third Party Representatives must agree in writing to be
bound by and observe the provisions of this Addendum as though such Third
Party Representatives were ESCO/DC; and (C) signs the Third Party
Representative Addendum. All such written Addendums with Third Party
Representatives shall include direct liability for the Third Party
Representatives towards Utility for breach thereof by the Third Party
Representatives, and a copy of such Addendum and each Third Party
Representative Addendum and ESCO/DC Addendum shall be made available
to Utility upon request. Notwithstanding the foregoing, ESCO/DC shall be
liable to Utility for any act or omission of a Third Party Representative, including
without limitation, Third Party Representatives that would constitute a breach
of this Addendum if committed by ESCO/DC.

b. Disclosure if Legally Compelled. Notwithstanding anything herein, in the
event that ESCO/DC or any of its Third Party Representatives receives notice
that it has, will, or may become compelled, pursuant to applicable law or
regulation or legal process to disclose any Confidential Utility Information
(whether by receipt of oral questions, interrogatories, requests for information
or documents in legal proceedings, subpoenas, civil investigative demands,
other similar processes, or otherwise), ESCO/DC shall, except to the extent
prohibited by law, within 7224 hours notify Utility or such longer time as may be
commercially practicable given the circumstances, orally and in writing, of the
pending or threatened compulsion. To the extent lawfully allowable, Utility
shall have the right to consult with ESCO/DC and the Parties will cooperate,
in advance of any disclosure, to undertake any lawfully permissible steps to
reduce and/or minimize the extent of Confidential Utility Information that must
be disclosed. Utility shall also have the right to seek an appropriate protective
order or other remedy reducing and/or minimizing the extent of Confidential
Utility Information that must be disclosed. In any event, ESCO/DC and its
Third Party Representatives shall disclose only such Confidential Utility
Information which they are advised by legal counsel that they are legally
required to disclose in order to comply with such applicable law or regulation
or legal process (as such may be affected by any protective order or other
remedy obtained by Utility) and ESCO/DC and its Third Party
Representatives shall use al-reasonable efforts to ensure that all Confidential
Utility Information that is so disclosed will be accorded confidential treatment.

8. Return/Destruction of Information. RE S E RV E D . Within-ten{10)-days-after
oo : , ; I . i
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11.

Audit. Upon reasonable notice to ESCO/DC, ESCO/DC shall, and shall require
its Third Party Representatives to permit Utility, its auditors, designated audit
representatives, and regulators to audit and inspect, at Utility’'s sole expense
(except as otherwise provided in this Addendum), and no more often than once per
year (unless otherwise required by Utility’'s regulators): (A) the facilities of
ESCO/DC and ESCO/DC’s Third Party Representatives where Confidential
Utility Information is Processed by or on behalf of ESCO/DC; (B) any computerized
or paper systems used to Process Confidential Utility Information; and (C)
ESCO/DC’s security practices and procedures, facilities, resources, plans,
procedures, and books and records relating to the privacy and security of
Confidential Utility Information. Such audit and inspection rights shall be for the
sole purpose —at-a-minimum;for-the-purpese-of verifying ESCO/DC’s compliance
with this Addendum, including all applicable Data Protection Requirements.
Notwithstanding anything herein, in the event of a Data Security Incident,
ESCO/DC shall and shall cause its Third Party Representatives to permit an
audit hereunder more frequently than once per year, as may be requested by
Utility. ESCO/DC shall promptlyimmediately correct any deficiencies identified by
Utility.

Investigation. Upon notice to ESCO/DC, ESCO/DC shall assist and support
Utility in the event of an investigation by any regulator or similar authority, if and
to the extent that such investigation relates to Confidential Utility Information
Processed by ESCO/DC on behalf of Utility. Such assistance shall be at Utility’s
sole expense, except where such investigation was required due to the acts or
omissions of ESCO/DC or its Representatives, in which case such assistance shall
be at ESCO/DC’s sole expense.

Data Security Incidents. ESCO/DC is responsible for any and all Data Security
Incidents involving Confidential Utility Information that is Processed by, or on

1
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13.

14.

behalf of, ESCO/DC. ESCO/DC shall notify Utility in writing promptlyimmediately
(and inany event within twenty-four (24) hours) whenever ESCO/DC, after
investigation, -reasonably believes that there has been a Data Security Incident.
After providing such notice, ESCO/DC will investigate the Data Security
Incident, and immediately-promptly take all necessary steps to eliminate or
contain any exposure of Confidential Utility Information and keep Utility advised
of the status of such Data Security Incident and all matters related thereto.
ESCO/DC further agrees to provide, at ESCO/DC’s sole cost, reasonable
assistance and cooperation requested by Utility and/or Utility’'s designated
representatives, in the furtherance of any correction, remediation, or investigation
of any such Data Security Incident and/or the mitigation of any damage, including
any notification required by law erthat-Utility-may-determine-appropriate-to send to
|nd|V|duaIs |mpacted or potentrally |mpacted by the Data Securrty Incrdent —and#er

Cybersecurity Insurance Required. ESCO/DC shall carry and maintain
Cybersecurlty |nsurance in an amount of no less than $1O 000 000 per |ncrdent

No Intellectual Property Rights Granted. Nothing in this Addendum shall be
construed —as granting or conferring any rights, by license, or otherwise,
expressly, implicitly, or otherwise, under any patents, copyrights, trade secrets,

or other |nteIIectuaI property rrghts of Utrlrty —and—%@@#DG—shaH—aequre—ne

No rrghts or obllgatrons other than those expressly stated
herein shall be implied from this Addendum.

Additional Obligations.

me%%damwm%%ww—oma collected by

ESCO/DC from customers through its website or other interactions based on
those customers’ interest in receiving information from or otherwise engaging

1.



with ESCO/DC or its partners shall not be considered Confidential Utility
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16.

Information or a derivative of Confidential Utility Information for the purpose of
this Addendum.

ESCO/DC shall comply with all applicable privacy and security laws to which
it is subject, including without limitation all applicable Data Protection
Requirements and not, by act or omission, place Utility in violation of any
privacy or security law known by ESCO/DC to be applicable to Utility.

ESCO/DC shall have in place appropriate and reasonable processes and
systems, including an Information Security Program to protect the security of
Confidential Utility Information and prevent a Data Security Incident,
including, without limitation, a breach resulting from or arising out of ESCO/DC’s
internal use, Processing, or other transmission of Confidential Utility
Information, whether between or among ESCO/DC’s Third Party
Representatives, subsidiaries and affiliates or any other person or entity
acting on behalf of ESCO/DC, including without limitation Third Party
Representatives.

ESCO/DC shall safely secure or encrypt all Confidential Utility Information

during sterage-er-transmission.

ESCO/DC shall establish policies and procedures to provide reasonable and
prompt assistance to Utility in responding to any and all requests, complaints,
or other communications received from any individual who is or may be the
subject of a Data Security Incident involving Confidential Utility Information
Processed by ESCO/DC to the extent such request, complaint or other
communication relates to ESCO/DC’s Processing of such individual’s
Confidential Utility Information.

ESCO/DC shall establish policies and procedures to provide all reasonable
and prompt assistance to Utility in responding to any and all requests,
complaints, or other communications received from any individual, government,
government agency, regulatory authority, or other entity that is or may have
an interest in the Confidential Utility Information, data theft, or other
unauthorized release of Confidential Utility Information, disclosure of
Confidential Utility Information, or misuse of Confidential Utility Information to
the extent such request, complaint or other communication relates to
ESCO/DC’s accessing or Processing of such Confidential Utility Information.

Payment. In consideration of Utility’'s Addendum to provide Confidential Utility
Information in accordance with Section 2, ESCO/DC shall pay to Utility applicable
fees pursuant to its tariffs.

Specific Performance. The Parties acknowledge that disclosure or misuse of
Confidential Utility Information in violation of this Addendum may result in
irreparable harm to Utility, the amount of which may be difficult to ascertain and
which may not be adequately compensated by monetary damages, and that
therefore Utility shall be entitled to seek specific performance and/or injunctive
relief to enforce compliance with the provisions of this Addendum. Utility’s right

1
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18.

relief shall be in addition to and not to the exclusion of any remedies otherwise
available under this Addendum, at law or in equity, including monetary damages,
the right to terminate this Addendum for breach and the right to suspend the
prowsmn or Processmg of Confidential Utlllty Informatlon hereunder S

Indemnification. To the fullest extent permitted by law, ESCO/DC shall
indemnify and hold Utility, its affiliates, and their respective officers, directors,
trustees, shareholders, employees, and agents, harmless from and against any
and all loss, cost, damage, or expense of every kind and nature (including,
without limitation, penalties imposed by the Commission or other regulatory
authority or under any Data Protection Requirements, court costs, expenses, and
reasonable attorneys’ fees) to the extent arising out of—relating-to—erresulting
from;—in—whele-er-in-part-the breach or non-compliance with this Addendum by
ESCO/DC or any of its Third Party Representatives_that results in a Data Security
Incident.

Notices. With the exception of notices or correspondence relating to potential or
pending disclosure under legal compulsion, all notices and other correspondence
hereunder shall be sent by first class mail, by personal delivery, or by a nationally
recognized courier service. Notices or correspondences relating to potential or
pending disclosure under legal compulsion shall be sent by means of Express
Mail through the U.S. Postal Service or other nationally recognized courier
service which provides for scheduled delivery no later than the business day
following the transmittal of the notice or correspondence and which provides for
confirmation of delivery. All notices and correspondence shall be in writing and
addressed as follows:

If to ESCO/DC, to:

ESCO/DC Name:
Name of Contact:
Address:

Phone:

Email:

If to Utility, to:

New York State Electric & Gas Corporation
Name of Contact: Supplier Relations
Address: James A Carrigg Center

18 Link Dr.

P.O. Box 5224

Binghamton NY 13902

1¢



Email: supplier_relations@rge.com



mailto:supplier_relations@rge.com

19.

20.

21.

22.

23.

A Party may change the address or addressee for notices and other
correspondence to it hereunder by notifying the other Party by written notice
given pursuant hereto.

Term. This Addendum shall be effective as of the date first set forth above and
shall remain in effect until terminated by Utility upon not less than 10 days’ prior
written notice specifying the effective date of termination, provided, however, that
any expiration or termination shall not affect the respective obligations or rights of
the Parties arising under this Addendum prior to the effective date of termination;
and provided, further, that Utility may terminate this Addendum immediately upon
notice to ESCO/DC in the event of a material breach hereof by ESCO/DC or its
Third Party Representatives. For the purpose of clarity, a breach of Sections 3-4,
6-11, 13, 16, and 24 shall be a material breach hereof. Upon the expiration or
termination hereof, neither ESCO/DC nor its Third Party Representatives shall
have any further right to Process Confidential Utility Information and shall
immediately comply with its obligations under Section 8.

Consent to Jurisdiction; Selection of Forum. ESCO/BCEach party irrevocably
submits to the jurisdiction of the courts located within the State of New York with
regard to any dispute or controversy arising out of or relating to this Addendum.
ESCO/BCEach party agrees that service of process on it in relation to such
jurisdiction may be made by certified or registered mail addressed to
ESCO/BCsuch party at the address for ESCO/BCsuch party pursuant to Section
11 hereof and that such service shall be deemed sufficient even under
circumstances where, apart from this Section, there would be no jurisdictional basis
for such service. ESCO/BCEach party agrees that service of process on it may
also be made in any manner permitted by law. ESCO/BCEach party consents to
the selection of the New York State and United States courts within Dutchess
County, New York as the exclusive forums for any legal or equitable action or
proceeding arising out of or relating to this Addendum.

Governing Law. This Addendum shall be interpreted and the rights and
obligations of the Parties determined in accordance with the laws of the State of
New York, without recourse to such state's choice of law rules.

Survival. The obligations of ESCO/BCeach party under this Addendum shall
continue for so long as ESCO/DC and/or ESCO/DC’s Third Party Representatives
continue to have access to, are in possession of or acquire Confidential Utility
Information even if all Addendums between ESCO/DC and Utility have expired or
been terminated.

Counterparts. This Addendum may be executed in one or more counterparts,
each of which shall be deemed an original, but all of which shall together constitute
one and the same instrument. Copies of this Addendum and copies of signatures
on this Addendum, including any such copies delivered electronically as a .pdf file,
shall be treated for all purposes as originals.
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24.

25.

26.

27.

28.

29.

30.

31.

Amendments; Waivers. This Addendum may not be amended or modified
except if set forth in writing signed by the Party against whom enforcement is
sought to be effective. No forbearance by any Party to require performance of
any provisions of this Addendum shall constitute or be deemed a waiver of such
provision or the right thereafter to enforce it. Any waiver shall be effective only if
in writing and signed by an authorized representative of the Party making such
waiver and only with respect to the particular event to which it specifically refers.

Assignment. This Addendum (and Aggregator’s obligations hereunder) may not
be assigned by ESCO/DC or Third Party Representatives without the prior
written consent of Utility, and any purported assignment without such consent shall
be void.

Severability. Any provision of this Addendum which is determined by any court
or regulatory body having jurisdiction over this Addendum to be invalid or
unenforceable will be ineffective to the extent of such determination without
invalidating the remaining provisions of this Addendum or affecting the validity or
enforceability of such remaining provisions.

Entire Addendum. This Addendum (including any Exhibits hereto) constitutes
the entire Addendum between the Parties with respect to the subject matter hereof
and any prior or contemporaneous oral or written Addendums or understandings
with respect to such subject matter are merged herein. This Addendum may not
be amended without the written Addendum of the Parties.

No Third-Party Beneficiaries. This Addendum is solely for the benefit of, and
shall be binding solely upon, the Parties and their respective agents, successors,
and permitted assigns. This Addendum is not intended to benefit and shall not be
for the benefit of any party other than the Parties and the indemnified parties
named herein, and no other party shall have any right, claim, or action as a result
of this Addendum.

Force Majeure. No Party shall be liable for any failure to perform its obligations
in connection with this Addendum, where such failure results from any act of God
or other cause beyond such Party’'s reasonable control (including, without
limitation, any mechanical, electronic, or communications failure) which prevents
such Party from performing under this Addendum and which such Party is unable
to prevent or overcome after the exercise of reasonable diligence.

Relationship of the Parties. Utility and ESCO/DC expressly agree they are
acting as independent contractors and under no circumstances shall any of the
employees of one Party be deemed the employees of the other for any purpose.
Except as expressly authorized herein, this Addendum shall not be construed as
authority for either Party to act for the other Party in any agency or other
capacity, or to make commitments of any kind for the account of or on behalf of the
other.

Construction. This Addendum shall be construed as to its fair meaning and not
strictly for or against any party.

11



32.

33.

Binding Effect. No portion of this Addendum is binding upon a Party until it is
executed on behalf of that Party in the space provided below and delivered to the
other Party. Prior to such execution and delivery, neither the submission,
exchange, return, discussion, nor the negotiation of this document, whether or
not this document is then designated as a “draft” document, shall have any binding
effect on a Party.

Limitation of Liability. NOTWITHSTANDING ANYTHING CONTAINED IN THIS

34.

AGREEMENT, EACH PARTY'S LIABILITY TO THE OTHER PARTY IN
CONNECTION WITH THIS AGREEMENT AND ANY ACTIVITIES UNDERTAKEN
IN CONNECTION HEREWITH SHALL BE LIMITED TO DIRECT DAMAGES AND
SHALL EXCLUDE ANY OTHER LIABILITY, INCLUDING WITHOUT LIMITATION
LIABILITY FOR SPECIAL, INDIRECT, PUNITIVE OR CONSEQUENTIAL
DAMAGES IN CONTRACT, TORT, WARRANTY, STRICT LIABILITY OR
OTHERWISE. NOTWITHSTANDING ANYTHING CONTAINED IN _THIS
ADDENDUM TO THE CONTRARY, THE ESCO/DC’S LIABILITY TO THE UTILITY
IN _CONNECTION WITH THIS ADDENDUM AND ANY ACTIVITIES
UNDERTAKEN OR NOT UNDERTAKEN RELATED TO SUCH ADDENDUM WILL
NOT EXCEED TEN MILLION DOLLARS ($10,000,000).

Waiver of Trial by Jury. TO THE EXTENT PERMITTED BY LAW, EACH OF THE

PARTIES HERETO HEREBY KNOWINGLY, VOLUNTARILY AND
INTENTIONALLY WAIVES THE RIGHT EITHER OF THEM MAY HAVE TO A
TRIAL BY JURY IN RESPECT OF ANY LITIGATION BASED HEREON, OR
ARISING OUT OF, UNDER OR IN CONNECTION WITH THIS AGREEMENT.
THIS PROVISION IS A MATERIAL INDUCEMENT FOR THE PARTIES
ENTERING INTO THIS AGREEMENT.

[Signature page follows]
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IN WITNESS WHEREOF, the Parties have executed and delivered this
Addendum as of the date first above written.

New York State

Electric and Gas Corporation ESCO/DC
By: By:

Name: Name:

Title: Title:
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EXHIBIT B

THIRD-PARTY REPRESENTATIVE ADDENDUM

l, , have read the Addendum between )

(“Company”) and New York State Electric & Gas Corporation, (“Utility”) dated

__,20___ (the “Addendum”) and agree to the terms and conditions

contained therein. My duties and responsibilities on behalf of

require me to have access to the Confidential Information disclosed by Utility to the
ESCO/DC pursuant to the Addendum.

Signature Date



EXHIBIT A

SELF-ATTESTATION
OF INFORMATION SECURITY CONTROLS

NextEra objects to this Self-Attestation document in its entirety, including, but not limited to, for the following
reasons:

1. NextEra is deemed eligible to sell retail electricity in the State of New York and there is no law or regulation that
requires it to divulge sensitive information security practices to third parties as a condition to operate in New York’s
retail marketplace.

2. Divulging sensitive information security practices to third parties is not best practice and actually increases the risk
to ESCO’s systems and the ESCO consumer information stored on those systems.

3. The Joint Utilities have not identified which potentially harmful practices they are trying to solve for, and thus, the
information below is a “fishing expedition” which puts consumer information directly at risk.

4. The content of this “attestation” is overly broad, subjective and vague. There is no way to fully understand the
assumptions made by the Joint Utilities and what qualifies as “non-compliance”. ESCO should not be set up to fail an
attestation because they could not guess what the Joint Utilities’ were intending.

5. The attestation is not mutual and fails to provide the same confirmation of security controls to protect ESCO
customer information.

This SELF-ATTESTATION OF INFORMATION SECURITY CONTROLS
(“Attestation™), is made as of this day of ,20 by

, a third party (“Third Party”) to Consolidated Edison Company
of New York, Inc., Orange and Rockland Utilities, Inc., Central Hudson Gas & Electric
Corporation, National Fuel Gas Distribution Corporation, The Brooklyn Union Gas Company
d/b/a National Grid NY, KeySpan Gas East Corporation d/b/a National Grid, and Niagara
Mohawk Power Corporation d/b/a National Grid, New York State Electric & Gas Corporation
and Rochester Gas and Electric Corporation (together, the New York State Joint Utilities or
“JU”).

WHEREAS, Third Party desires to retain access to certain Confidential Utility
Information (as defined previously in this Data Security Agreement), Third Party must
THEREFORE self-attest to Third Party’s compliance with the Information Security Control
Requirements (“Requirements”) as listed herein. Third Party acknowledges that non-compliance
with any of the Requirements may result in the termination of utility data access as per the
discretion of any of the JU, individually as a Utility or collectively, in whole or part, for its or
their system(s).

The Requirements are as follows (check all that apply to Third Party’s computing
efvironment):

An Information Security Policy is implemented across the Third Party
corporation which includes officer level approval.

A risk-based Information Security Program exists to manage policy
— requirements.

An Incident Response Procedure is implemented that includes notification
within 24 hours of knowledge of a potential incident alerting utilities when
Confidential Utility Information is potentially exposed, or of any other
potential security breach.



EXHIBIT A

Role-based access controls are used to restrict system access to authorized
users and limited on a need-to-know basis.

Multi-factor authentication is used for all remote administrative access,
including, but not limited to, access to production environments.

All production systems are properly maintained and updated to include
security patches on an at-least monthly basis. Where a critical alert is raised,
time is of the essence, and patches will be applied as soon as practicable.

Antivirus software is installed on all servers, workstations, and mobile devices
and is maintained with up-to-date signatures.



EXHIBIT A

All Confidential Utility Information is encrypted in transit utilizing industry
best practice encryption methods.

All Confidential Utility Information is encrypted at rest utilizing industry best
practice encryption methods, or is otherwise physically secured.

All forms of mobile and removable storage media, including, but not limited
to, laptop PCs, mobile phones, backup storage media, external hard drives, and
USB drives must be encrypted.

All Confidential Utility Information is stored in the United States only,
including, but not limited to, cloud storage environments and data
management services.

Third Party monitors and alerts their network for anomalous cyber activity on
a 24/7 basis.

Security awareness training is provided to all personnel with access to
Confidential Utility Information.

Employee background screening occurs prior to the granting of access to
Confidential Utility Information.

Replication of Confidential Utility Information to non-company assets,
systems, or locations is prohibited.

Access to Confidential Utility Information is revoked when no longer
required, or if employees separate from the Third Party.




EXHIBIT A

IN WITNESS WHEREOF, Third Party has delivered accurate information for this
Attestation as of the date first above written.

Signature:

Name:

Title:

Date:




